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Report No. BRK/13/01 – Final Report issued 26 September 2012 
 

Audit Report on Environmental Services Contract 
 
Audit Opinion 
 
Good Assurance given 
 
Rationale supporting award of opinion 

 

The audit work carried out by Internal Audit indicated that: 

• There is a sound system of internal control designed to achieve the client’s 
objectives. 

• The control processes tested are being consistently applied. 

• The level of assurance is based on the fact that no recommendations have been 
raised. 

• The previous report on the Environmental Services Contract (BRK/11/05), issued in 
August 2010, was awarded ‘Good Assurance’ with only one low priority 
recommendation raised.  Therefore the direction of travel remains unchanged since 
the last audit report.   

 

Summary of Findings 
 

Contract Management 

Written procedures exist for monitoring the environmental services waste contract with 
SERCO.   

Key Performance Indicators (KPI's) are agreed between SERCO and the Council prior to the 
start of the financial year.  

The monitoring system in place is based around the submission of monthly reports, which are 
prepared by SERCO.  Details are scrutinised by the Council along with supporting 
documentary evidence.  This includes analysis of volumes, take up of garden waste services, 
complaints, performance against key metrics and KPIs and any issues/disputes that may 
arise. 

To support the process regular contact is maintained on an operational basis between 
Council officers responsible for monitoring delivery of key aspects of the contract and their 
counterparts at SERCO.  This includes individual issue logs detailing current issues, which 
require resolution along with agreed actions. 

Monitoring officers at the Council have access to up to date financial information, enabling 
them to confirm receipt of income due. 

Payments are only made to SERCO for works carried out, are checked for accuracy and are  
authorised in accordance with contractual requirements. 

Recycling 

Income from recycling is received and is traced to source documentation, including 
weighbridge information received from SERCO.  Targets are based on previous outturn 
figures and any considerations given as to why these may change.   



Actions have been included within the Environmental Services Business Plan 2012/13 to 
assist the achievement of the Council’s corporate objectives of increasing recycling.  
Residents are informed of recycling options through Council communications including the 
Council website, through the Breckland Voice magazine and the publication of an annual 
calendar of collections.  

The contract for the sale of recyclable materials is being procured alongside other local 
Councils within the Norfolk area, with a view to having measures in place when the current 
arrangement expires on 31

st
 March 2014.  

Performance Information 

Performance measures have been set that clearly link to the delivery of the contract.  The 
contract is weighted so that Performance Payment Measures (PPMs) are in place, which are 
designed to incentivise SERCO to run an efficient and high quality service.   

The PPM's relating to 2012/13 financial year were agreed and adopted by both parties in 
advance of the financial year.  Data collection arrangements are in place, with evidence 
provided in support of the KPI data sets and with remote access to the waste management 
system used by SERCO.  Progress is reported through the Environmental Services Monthly 
Reports.   

Risk Management 

The Council records risks using its new risk and performance management system 
(Performance Plus), which is updated on a monthly basis, as necessary.   
 
The following number of recommendations has been raised: 
 

 
 
High Priority Recommendations 
 
No high priority recommendations have been raised as a result of this audit 
 
Management Responses 
 
No recommendations have been made as a result of this audit. 
 

Area of Scope 
Adequacy 

of 
Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Contract 
Management 

Green Green 0 0 0 

Recycling Green Green 0 0 0 

Performance 
Information 

Green Green 0 0 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Risk 
Management 

Green Green 0 0 0 

Total 0 0 0 



Appendix 2 (2) 

 
Report No. BRK/13/12 – Final Report issued 5 November 2012 

 
Audit Review of COMINO Electronic Document Record Management System 
 
Audit Opinion 
 
Adequate Assurance given 
 
Rationale supporting award of opinion 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, 
which put some of the Council’s objectives at risk.  Although five Medium Priority 
recommendations have been raised, a number of controls were found to be in place 
and operating effectively.  Recommendations have been raised to help strengthen 
these controls to a good/leading practice level and help mitigate against risks where 
the controls were seen to be weak.  As there have been no significant control 
weaknesses identified within each area of the audit, we have been able to provide an 
adequate level of assurance. 

• This system has not previously been audited, so there is no comparison possible with 
previous findings. Hence no direction of travel indicator can be given. 

 

Summary of Findings 

Access Controls 

Access to the application can either be gained automatically via Active Directory (AD) or by 
manually authenticating to the application.  The logical access controls configured within 
Active Directory included complex passwords of seven character length that must be changed 
every 70 days and the previous 20 passwords cannot be re-used.  The manual authentication 
requires the user to input their username and password on screen when prompted and 
typically applies to those users not based at the partnership’s head office in Thetford.  The 
logical access controls configured within the COMINO application are not as robust and could 
benefit from being lifted to those of Active Directory, although it is acknowledged that full 
parity is not possible.  A recommendation on this has been raised.  The system administrator 
conducts an informal review of all users to determine whether their accounts are still required, 
although it was noted that this process is not formalised.  In addition, the process does not 
typically include a confirmation that the account profiles remain appropriate to the users’ 
requirements.  There are adequate controls in terms of user groups that determine the level of 
access linked to their roles.  One of these groups, known as the “systems admin” security 
profile, contains 20 users which is higher number than is considered good practice.  
Recommendations to review this group with a view to reducing the number of users with this 
access and regarding the formalisation of the account review process have been raised. 

Document Imaging Process  

Adequate controls within the imaging process were identified, although a review of the 
Document Retention Policy identified that the current version had not yet been formally 
approved by the partnership’s Operational Improvement Board.  In addition, compliance with 
the three month retention rule for scanned hard copy documentation was found to be weak, in 
that there is evidence of documentation being retained dated March 2011.  A 
recommendation to review compliance with the policy and have it formally approved has been 
raised. 

Data Processing and Document Routing 

The audit noted good controls in this respect.  Automated indexing is not used at the 



partnership, which means that every scanned document is inspected as part of the indexing 
process.  The workflow management aspects of the application are restricted to systems 
administrators only, although it has been noted that there are a large number of users in this 
group.  A recommendation on this has been raised above. 

Data Output  

There are good controls in that every scanned document is compared with its original as part 
of the indexing process, which helps to ensure that every document that requires scanning 
has been.  The application has been configured with a large number of document types, with 
the accompanying work trays and linked processes.  Users are manually assigned work into 
their own named work trays. 

Interfaces 

There is one main import process that runs nightly.  It copies all of the relevant Academy data 
into COMINO.  This has replaced a similar process that only extracted the day’s changes into 
COMINO each night, followed by a complete copy each week.  As the complete copy only 
takes a few minutes to run, it was decided to run the full extract nightly.  The audit noted good 
reconciliation controls that monitor the activity of the process. 

Management Trails  

The audit noted adequate controls in that the application has a built in reporting facility that 
allows for reporting of user, and other, activity on request. 
 
Support Arrangements & Maintenance  
 
A document service level agreement, which includes an escalation policy should any support 
calls not be deemed to be being managed effectively by the vendor was found to be in place.  
Change controls had been established, although there is a minor weakness when signing off 
to the vendor for an upgrade, in that the system administrator does not always confirm that 
every test has been completed satisfactorily; there are occasions where others are involved 
with the tests and it is these tests that have historically been marked as not tested.  A 
recommendation to ensure that all completed tests are confirmed as such as part of the 
vendor signoff procedure has been raised. 
 
The following number of recommendations has been raised: 
 

Area of Scope Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Access controls Amber Amber 0 3 0 

Document 
imaging 
process 

Amber Amber 0 1 0 

Data processing 
and document 
routing* 

Amber Amber 0 0 0 

Data output Green Green 0 0 0 

Interfaces Green Green 0 0 0 

Management 
trails 

Green Green 0 0 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Support 
arrangements 
and 
maintenance 

Amber Amber 0 1 0 

Total 0 5 0 

* Refers to recommendation made within Access Controls 



 
High Priority Recommendations 
 

We have raised no high priority recommendation as a result of this audit. 

 
Management Responses 
 
Management have accepted all recommendations raised. 

 



Appendix 2(3) 
 

Report No. BRK/13/13 – Final Report issued 5 November 2012  
 

Audit Review of Cash Receipting Application 
 
Audit Opinion 
 
Adequate Assurance given 
 
Rationale supporting award of opinion 
 
The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, 
which put some of the Council’s objectives at risk.  Although six Medium Priority and 
one Low priority recommendations have been raised, a number of controls were 
found to be in place and operating effectively.  Recommendations have been raised 
to help strengthen these controls to a good/leading practice and help mitigate against 
risks where the controls were seen to be weak.  As there have been no significant 
control weaknesses identified within each area of the audit, we have been able to 
provide an adequate level of assurance. 

•   This system has not previously been audited, so there is no comparison possible with 
previous findings. Hence no direction of travel indicator can be given. 

 
Summary of Findings 

 

Access Controls 

There is a nominated System Administrator for the AIM Cash Receipting application, who is 
supported as required by the Integra finance system System Administrator, given that both 
applications are owned by the Finance Department.  The application has been configured 
such that users are granted access according to the needs of their role.  There are some 
password controls in place including a minimum password length and password age, 
although there would be benefit in bringing those up to what is generally considered to be 
good password control practice for example requiring more complex passwords through the 
inclusion of numeric and non-alphabetic characters.  Additionally, review of the user list 
identified that there are a small number of generic user accounts and accounts that should 
have been disabled as they are no longer required.  Recommendations on these weaknesses 
have been raised. 

 

Data Input  

There are good controls in place in this area.  Both the AIM cash receipting system and 
Paye.net, the browser based front end of AIM was found to have appropriate verification and 
validation input control for example the requirement of mandatory data and use of drop down 
menus.  The audit noted that daily reconciliation controls had been implemented to verify the 
data input against income received. 

Data Processing 

A small number of jobs are run each weekday and managed through the built in job 
scheduler.  The main end of day job closes the system down before it runs and only opens it 
again once the job has completed successfully; therefore, if the system is not available for 
use the following day, this indicates a possible failure of the end of day job.  Whilst the other 
jobs do not include similar controls, they are designed such that output should be produced 
and the omission of this output would indicate a job failure.   

 

 



Data Output 

The audit noted adequate controls in this respect.  There are adequate reconciliation controls 
that check system reports against manual reconciliation processes to help ensure that all data 
has been entered accurately.  Output is in the form of reports that are emailed to named 
mailboxes on request only as reports cannot be run manually by the majority of users. 

Interfaces 

There are processes in place to import bank account and online/touchtone payment details 
each day.  The bank data import process results in a number of exceptions being raised 
where reference numbers have not been recognised by AIM.  This is as a result of a 
validation failure resulting from a number of input masks that were created to recognise each 
type of reference.  To clear each exception, an authorised user must amend the fields that 
failed validation, typically the reference field, such that the reference is recognised by the 
system.  However, it was found that it is possible to enter an invalid code that the application 
does not trap as an error.  The audit also noted that the interface diagram that describes the 
interfaces between AIM and others does not reflect the updated interface processes since 
AIM was upgraded.  Recommendations to review the exception tracking controls and to 
update the interface diagram have been raised.   

Management Trails  

The application has a built in reporting tool that has the ability to report on a large number of 
different types of activity, including user interactions.  Such reporting is created on request. 

Backups 

The live and test environments are both backed up daily as part of the wider Council backup 
processes.  AIM is installed within the virtualised environment, which helps in the 
management of the servers and how they are backed up.  The Finance Department has a 
documented Business Continuity Plan that sets out the cash receipting processes within it 
priority functions list, although the application itself is not listed.  The Council does not yet 
have a formally agreed Disaster Recovery Plan that supports the Council’s priorities. Without 
an IT Disaster Recovery Plan the Council may be unable to restore its systems and data 
within a timely manner thereby impacting on its service delivery.  Within the recent Computer 
Audit Needs Assessment undertaken, IT Disaster Recovery was identified as a ‘Very High’ 
risk and has been scheduled to be audited in 2013/14 to provide the Council time to 
implement an appropriate solution. The Council should, however, be looking at implementing 
mitigating controls to manage the risk pending a formal solution being implemented.  A 
recommendation in relation to IT Disaster Recovery has not been raised in this report as it is 
seen as a Council wide issue and not just relevant to the Cash receipting system; a 
recommendation has, however been raised to review the Department’s Business Continuity 
plan and factor those changes into the Disaster Recovery plan when it is available. 

 
Support Arrangements & Change Controls 
 
Support was noted as adequate, with relevant signoff forms having been noted when 
approving the upgrade to be promoted into the live application.  However, it was found that, 
whilst there is evidence to demonstrate that key milestones of the system upgrade were 
documented, there is no formally documented and agreed change control process.  A 
recommendation on this has been raised. 
 



The following number of recommendations has been raised: 
 

Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Access 
controls 

Amber Amber 0 3 0 

Data input Green Green 0 0 0 

Data 
processing 

Green Green 0 0 0 

Data output Green Green 0 0 0 

Interfaces Amber Amber 0 1 1 

Management 
trails 

Green Green 0 0 0 

Backups Amber Amber 0 1 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Support 
arrangements 
and change 
controls 

Amber Amber 0 1 0 

Total 0 6 1 

 
 
High Priority Recommendations 
 

We have raised no high priority recommendation as a result of this audit. 

 
Management Responses 
 
Management have accepted all recommendations raised. 
 

 
 


